IMMPABUTEJILCTBO POCCHUIMCKOMN ®EJEPALIMMA
ITIOCTAHOBJIEHUE

ot 11 mas 2017 r. Ne 555

MOCKBA

O BHecenun u3MeHeHHii B TPeGOBaHMS K MOPSAAKY CO3JaHHs, PA3BHTHS,
BBO/Ia B 9KCIUIyaTAIlHIO, SKCIJIyaTAllHH H BbIBOAA M3 3KCIJIyaTAllHH
rocy1apcTBeHHbIX HHGOPMAUHOHHBIX CHCTEM H Ja/IbHeHero
XpaHeHHs cojiepkauleiicss B Mx 6a3ax AaHHbIX HHpOPMaALUH

B wmemax obecredeHus 3aliMThl  HHGOpPMAaUMH, ColepiKaileics
B roCy/ZJapCTBEHHBIX MH(QOPMALUMOHHBIX cUcTeMax, IIpaBurenscTBo Poccuiickoit
Qenepai NOCTAHOBJASAET:

1. YTBepauTe  NpuiaaraemMble  H3MEHEHHS,  KOTOpbIE  BHOCSTCS
B TpeOoBaHHA K IOpAAKY CO3JaHHS, DPa3BHUTHSA, BBOJA B SKCIUIYyaTaLHUIO,
3KCIUTyaTalMM ¥ BBIBOJA M3  OKCIUIyaTallHd  OCYAapCTBEHHBIX
MHPOPMALIMOHHBIX CHCTEM M AAIbHEHINEro XpaHeHWs Coaepxkalleiics B HX
0asax JaHHBIX HHOODMALHH, YTBEpXXACHHbBIE IOCTAHOBIEeHHEM [IpaBUTENBCTBRA
Poccuiickoit ®enepanyu ot 6 wions 2015 r. Ne 676 "O TpeGoBanusax K NOpAAKY
CO3/1aHMs, pa3sBUTHs, BBOJA B OKCIUIyaTalHMIO, SKCIUTyaTali¥d M BhIBOLA M3
3KCIUTyaTallMd TOCYJapCTBEHHbIX HH(POPMALMOHHBIX CHCTEM M JalbHEHIIEro
XpaHEHMs colepXamelcs B HMX ©Oaszax paHHbIX uHopMmauuu" (Cobpanue
3akoHogarenbcTBa Poccuiickon ®epepanuu, 2015, Ne 28, cr.4241; Ne 47,
CT. 6599).

2. ITyHKkT 9 M3MEHEHMH, YTBEPXAECHHBIX HACTOALIMM I[TOCTAHOBJIEHUEM,
BCTyIaeT B cuiy ¢ 1 suBaps 2019 r.

J.MenBenes
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YTBEPXEHBI

nocra”osiieHueM lIpaBurenncra
Poccuiickoit ®enepanuun
or 11 mas 2017 r. Ne 555

N3MEHEHMUH4,

KOTOpble BHOCATCA B TPeGOBaHHS K MOPAIKY CO3AaHUA, PA3BHTHA,
BBO/1a B 3KCIJIyaTallHI0, IKCIIYaTALHH H BHIBOAA H3 IKCIIyaTaAllHH
rocy1apcTBEHHbIX HH(POPMALHOHHBIX CHCTEM H JaJIbHeHLIero
XpaHeHHs coAep:kamieiicss B X 0a3ax JaHHBIX HHGOpMaLHH

1. Jlononuuts nynkramu 1' u 17 CIIEIYIOLLIETO CONEP)KAHUS:

"1'. TIpu peanusawuu opraHaMy HCIIOJIHUTEIbHOH BIIACTH MEPONPUATHI
M0 CO3JAAHHIO, Pa3BUTHIO, BBOJY B JKCIUIyaTallHUIO, SKCIUIyaTallik U BHIBOIY H3
IKCILIyaTallMd CUCTEM W JalbHEHIEMYy XpaHEHHIO cojepXkaileics B ux Oaszax
JAAHHBIX HH(OPMAIIMH TOKHBI BHITIOJIHATECS:

a) TpeboBaHMs O 3amUTe HHGOPMALUH, COAepKAIUEHCa B CHCTEMaXx,
yCTaHaBIMBaeMble (efiepalbHBIM OPTaHOM HCIOJIHUTENLHOM BJIACTH B 00JIaCTH
obecrieyeHHss 0€30MacHOCTH U (elepanbHBIM OPraHoM  HCIIOJHUTEIBHOM
BIaCTH, YNOJHOMOYEHHBIM B OO0JaCTH MPOTHBOAEHCTBUS TEXHHYECKHUM
pa3sBeAKaM M TEXHUYECKOH 3aIuThl MH(GOpMAaLIMH, B IpeAeiax X MOJTHOMOYMN;

0) TpeOOBaHMsA K OpraHM3alldd M MepaM 3alidThl  WHGOPMALUH,
CoAepXKallencs B CUCTEME.

1>.B  uensx BBIIONHEHUS TpeOoBaHUMH o 3amuTe HHDOPMAILHH,
MpeqyCMOTPEHHBIX MyHKTOM 1' HacTosiwero JokymeHTa (aaiee - TpeOoBaHus O
3alUTe MH(OpMaUKK), OpraHbl HCHOJHUTENBHOM BIACTH  ONPEAENAIOT
TpeboBanMs K 3amMre HHGOPMALMH, CcoAepXKauleiics B CHUCTeMe oOprada
MCIIOJIHUTENBHOH BJIACTH, JUIS YEro OCYyILECTBISIOT:

a) onpeJiesiecHue HH(opMaIy, oulekalieil 3ainTe OT HENPaBOMEPHBIX
JOCTyIna, YHHYTOXEHMs, MoAH(ULUUpOBaHUS, OJIOKHMPOBAaHHS, KOIMHPOBAHMS,
NPENOCTaBIEHNs, PACTIPOCTPAHEHHS, @ TAKXKE WHBIX HEMPaBOMEPHBIX HEHCTBUMH
B OTHOLLCHHH Takoi HHopManuy;

0) aHaIM3 HOPMATHBHBIX MPABOBBIX AKTOB, METOAMYECKHUX [OKYMEHTOB
1 HAllMOHAJILHBIX CTAHJApPTOB, KOTOPBIM JOJI)KHA COOTBETCTBOBATh CUCTEMA;
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B) K/IacCH(MKALMIO CUCTEMbl B COOTBETCTBHH C TpeOOBaHUSIMH O 3aUIUTe
uHGbOpMaLUH;

r) onpeenenue yrpo3 6esonacHocTd nHHOPMALMH, peatu3alus KOTOPhIX
MOXeT TPHMBECTH K HapylleHHIo 6e30nacHoCTH HMH(OPMALUU B CHCTEME,
U pa3paboTKy HAa X OCHOBE MOJIENH yrpo3 6e30MacHOCTH uHbOpMaLHH;

1) onpeenenue TpeGOBaHMH K MHPOPMALMOHHOH CHCTEME (noxcucreme)
3aIMThl KHGOPMALIMH, COlepXKalllelcsa B cucTeMe. .

2. TTyHKT 3 U3/I0XKHUTB B CIENYIOIIEN PEJAKIMN:

"3. Co31aHue CUCTEMBI OCYLIECTBIAETCS B COOTBETCTBUU C TEXHHYICCKUM
3ajaHMeM C Y4eToM Mojend yrpo3  GesomacHoctd — MHGOpMAIlHH,
MpeayCMOTPEHHOH MOMYHKTOM "I MyHKTa 1 HacTOAIEro JOKYMEHTa.

Mozenb yrpo3 6e30macHOCTH HHQOPMALKHK | (WJIH) TEXHHYECKOe 3a/laHKe
Ha cO3/IaHHe CHCTEMBI COrTIACyIOTCs ¢ (efepalbHBIM OPraHOM MCIOJIHUTEIBHOM
BJIACTH B oOONacTH obecredeHHs O0€30MAacHOCTH M (elepallbHbiM OpraHoM
HCIONHUTENBHOM BIACTH, YMNOJIHOMOYEHHBIM B 00NAcTH MPOTHBOAEHCTBHUA
TeXHUYECKHUM Pa3BeNKaM M TEXHUUYECKOH 3allUThl HHOOPMALIMH, B NPEeNax ux
[IOJIHOMOYHIi B YAaCTH, KAcalolLleiicsl BHIONHEHHs] YCTAHOBIEHHBIX TpeOOBaHHH
0 3aiuTe HHPOpMAaLUY.

Texuuyeckoe 3aJaHME Ha CO3OaHME CHCTEMBI JIOJDKHO BKIJIIOYAaTh

n,n

chopMHpOBaHHBIE B COOTBETCTBHM C IMOAIYHKTOM "a" MyHKTa 1' macrosmero
JIOKyMEHTa TpeGOBaHus K 3alluTe HHOPMALMK, ColepKallelcs B cucreme.".

3. [IyHKT 4 U3T0XUTH B CIIEAYIOLIEH pelaKIHH:

"4. TexHAUECKOE 3ajJaHHe Ha CO3JaHHE CHCTeMbl U MOJEIb YIpo3
6e30MacHOCTH HMH(OpMALUM YTBEPXKHATCS [OODKHOCTHBIM JIMIOM OpraHa
UCIOJHUTEIPHOM BJIACTH, HA KOTOpPOE BO3JIOXKCHBl COOTBETCTBYIOLIHE
noJHOMOYHsA.".

4. TlyHkT 6 mocie cloB "NPOEKTHBIX DPELICHHH" MOINOIHUTh CIOBAMH
"(B TOM 4HMCJI€e 110 3a1UTe HHQOpMauuH)".

5. B nyHkTte 7:

a) ab3an mMepBbIfl MOCTE CIOB "XapaKTEPUCTHK (KauecTsa) CHUCTEMbI"
JIONIOJIHUTE CJI0BaMH "(B TOM YHCJIE M0 3aluTe HHOpMaluH)";

6) nogmyHkT ~ "G"  HOMONHMTH  ClIOBaM¥ "M KOMIIOHEHTOB,
00ecneunBalOLIKX 3alUTy HHPopMalmu".

6. Ilynkt 8 IOMOMHUTH CIOBaMHU ", a TaKXe B YCTAaHOBJIEHHBIX ClIydasx
U ropsiake cepTU(UKAUMIO pa3pabOTaHHOrO IPOrPaMMHOro  obecreueHus
CHCTEMBbl M CpPeICTB 3aMThl HH(OpMaluMH No TpeboBaHMsAM O€30I1aCHOCTH
uHbopMmau".
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7.IlyHkT 9 nomonaHuTs cinoBaMu ", BKIJIIOYas CpeACTBa  3alUTHI
MH(popmanuu".

8. ITyHkTel 14 1 15 M3N0XUTE B ClleyIOIEH pelaKLHHU:

"14. IlpaBoBoil akT opraHa HCHOJHHTEILHON BIACTH O BBOAE CHCTEMBI
B OKCILIyaTalHIO BKJIIOYAET:

a) MEPOTIPUATHA 10 DPa3pabOTKE M YTBEPNAEHHIO OpPraHU3ALHOHHO-
PacnopsAAUTENBHBIX JTOKYMEHTOB, OIPENENSAIOIUX MEPONPHATUS IO 3alIUTe
MHbOpMalUMd B  XOJE OKCIUTyaTalldd CHCTEMbl, pa3paboTKa KOTOPBIX
NMpEAyCMOTPEHa HOPMATUBHBIMHU IIPAaBOBBIMU aKTaMH M METOJUYECKUMHU
JOKYMEHTaMu (efepanbHOro OpraHa HCIIONHHUTENLHOM BIAcTH B 06JAacTH
obecrnieyenus 6e30macHOCTH U (eiepaIbHOTO OpPraHa MCIONHUTEILHOM BIACTH,
YTIOJTHOMOYEHHOTO B 007acTH MPOTHBOAEHCTBUS TEXHUYECKHM pa3BeKaM
U TEXHUYECKOH 3alMThl MH(POpMALIMK, a TaKXKe HAlMOHANBHBIMH CTaHIapTaMU
B 00JIACTH 3alUTHI HHGOPMALIHH;

0) MeponpUsATHS IO aTTECTALlUM CHCTEMBI MO TPeOOBaHHAM 3allHTHI
UHQOpMALMK, B pe3yJibTaTe KOTOPhIX B YCTAHOBJEHHBIX 3aKOHOJATEILCTBOM
Poccuiickoli @enepauuu ciydasx [OATBEPXKIAETCS COOTBETCTBHE 3aLUTBHI
uHbopMauyH, colepXalleiics B cHCTeMe, TpeOOBaHUsM, NpeayCMOTPEHHLIM
3aKOHOJIaTEIbCTBOM Poccuiickoi Denepauuu 06 HHpOpMaLHH,
MH(QOPMALIMOHHBIX TEXHOJIOTHUAX U O 3alUTe HH)OpMALIUH;

B) MEPOTIpUSATHA 1O MOATOTOBKE OpraHa MCIOJHUTENBLHOM BIACTH
K 3KCIUTyaTallui CUCTEME],

) MEPONIPHATUA MO  MOATOTOBKE  JO/DKHOCTHBIX  JIMI[  OpraHa
UCIIONIHUTENIPHOW  BJIaCTM K OKCIUIyaTallMd CHCTEMBI, BKJIO4Yas JIMII,
OTBETCTBEHHBIX 3a obecrneueHue 3aluThl HHGOpMaLIUH.

15. BBoa cucTeMBl B 3KCIUTyaTallMIO HE [JONYyCKaeTcs B ClIeAyROLIMX
ClyJasix:

a) HEBBINIOJHEHUE YCTAHOBJIEHHBIX 3aKOHOJATENLCTBOM Poccuiickoit
Qenepauud TpeOOBaHUM O 3alUMTe HWHPOPMALMH, BKIIOYAasS OTCYTCTBHE
JEHCTBYIOLIIETO  aTTecTaTa COOTBETCTBUS  TPEOOBaHHSIM  0€30MacHOCTH
UHpOpMaLHH;

0) OTCYTCTBHE B peecTpe TEPPUTOPHAIBHOIO pa3MelIeHUs OOBHEKTOB
KOHTpons, mnpeiycMoTpeHHoM [lpaBuiaMu  ocyuiecTBiaeHHss — KOHTPOJIS
3a pa3MEILEHUEM  TEXHHYECKUX  CpEACTB  HHGOPMALMOHHBIX  CHCTEM,
UCIIOJIb3YeMbIX ~ TOCYJapCTBEHHBIMM  OpraHaMu, OpraHamMH  MeCTHOTO
CaMOYIpaBJIeHUs, TOCYNApCTBEHHHIMH M MYHULMIAIBHBIMH YHUTAPHBIMU
NPEANpPUATUSIMH, TOCYAApCTBEHHBIMH W MYHHULHIIAJIBHBIMH YUYPEIKACHUSIMH,
Ha TeppuTopvn Pocculickoit ®enepalivi, yTBEP)KIEHHBIMH IOCTAHOBJIEHHEM
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[IpaBurensctBa Poccuiickoii ®deaepaunn OT 6 HIONSA 2015 r. Ne 675 "O nopsuke
OCYIECTBICHUS. KOHTPOJIs 3a CoOJofeHneM TpeOGOBaHUii, MPeLyCMOTPEHHBIX
gyacteio 2! craten 13 u  uwactelo 6 crathu 14 PenepalibHOrO  3aKOHA
"O6 uHpopMaliy, THOOPMAIIMOHHBIX TEXHOJIOTHAX U O 3allUTe uHpopmauu”,
CBEJICHHI O pa3MellleHHMH TEXHUYECKUX CPEICTB WH()OPMAaLMOHHON CUCTEMBI Ha
teppuropun Poccuiickoi ®eneparmy;

B) HEBBINOJIHEHHE TPeOOBaHNH HACTOSILErO Pa3/e/ia, BbISBICHHBIX B XO/I€
OCYILECTBJIEHUsT KOHTpOnsi B cooTBercTBMM ¢ [lpaBunamu OCYINECTBICHMA
KOHTpOJIA 3a cobitofeHreM TpeboBaHui K MOPAAKY CO3/aHuUs, PasBUTUs, BBOIA
B 9KCILTyaTallMIO, IKCIUTyaTallik U BBIBOJA M3 SKCILTyaTallMi rOCy1apCTBEHHbIX
MHQOPMAUMOHHBIX CHCTEM W  JalpHEHIero  XpaHCHUS cojepallencs
B MX 0a3zax JIaHHBEIX HHGOpPMAUMH, YTBEPXKICHHBIMU IOCTaHOBJICHHUEM
IIpasurennctBa Poccuiickoit ®enepanuu ot 6 uronst 2015 . Ne 675 "O nopsinke
OCYLIECTBIEHHUS KOHTPOJISL 3a cobmojeHuemM TpeOOBaHHH, MPelXyCcMOTPEHHBIX
yactbio 2' crareu 13 U dYacTeio 6 crarthu 14 @elepanbHOro  3aKoHa
"O6 uapopmanuy, HHOOPMAUMOHHBIX  TEXHOJOrHAX W O  3aHHUTE
uHbopmanun".".

9. JIomONHUTB yHKTOM 19' cliefyroniero coaepkaHus:

"19'. DkcrulyaTanus CHUCTEMBI He [OMyCKAaeTcs B Cly4asX, YKa3aHHBIX
B uactu7 crateu 14  demepanpHoro  3akoHa  "O6 mHdopmauuw,
HHGOPMALMOHHBIX TEXHOJIOMMAX © O 3allMTe undopManuu”, a TaKKe B
NyHKTe 15 HaCTOSAIIEro JOKyMeHTa.".

10. [TognyHkt "B" mnyHKTa 22 JONOJIHUTH CJIOBaMHU "u obecrnedyeHUs
3amMThl MHQOPMALMHK, COAepXKallefici B BBIBOAMMOH U3 IKCIUTyaTalUH
cucreme".

11. IyHkT 23 AOMONHUTH HOATYHKTOM "B" ClI€AYIOLIEro COAECPXaHNS:

"B) obecnieyeHue 3aIIHUTHI HHGOpMaLUH B COOTBETCTBUHU
C IOKyMeHTaudeil Ha CHCTeMy M OpraHu3alMOHHO-paCMOpPAAUTEIBHBIMU
JOKYMEHTaMH TI0 3allUTe HMHQOpMauud, B TOM UHCJIE apXMBHPOBAHHE
uHGOPMAIMH, COAEpXKAIEics B CHCTEMe, YHHYTOXeHHe (CTHpaHHe) JaHHBIX
¥ OCTaTOYHOM HHGMOPMALMH C MALIMHHBIX HOCHTENeH WHQopMauuu u (WiH)
YHHUTOXXEHHME MAIIMHHbBIX HOCHTe el nHdopMaumu.”.
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